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1 NOVAAUDIT AT A GLANCE

Efficient, flexible and smart

Audit Management

A successful audit is crucial for complying with legal
regulations, avoiding errors and fraud and improving the
effectiveness and efficiency of business processes.

With novaAudit - PowerCloud Edition, our audit management
solution, you can make your auditing processes faster, more
transparent and simpler - with a solution that is 100%
integrated into Microsoft 365 and operated in your self-
managed Microsoft environment.

novaAudit - PowerCloud Edition has been designed so that you

can use the no-code/low-code approaches to map a wide

range of audit scenarios, such as internal audits, quality audits,
internal control mechanisms, supplier audits, etc. The flexibility

of customization is the most powerful feature of novaAudit -
PowerCloud Edition.

References
BERTELSMANN dﬂ%(zﬂ pirlo
§ swisscom TUVNORD

novaAudit for process- and
user-oriented auditing

As an all-in-one solution, novaAudit - PowerCloud Edition
combines all functions and process steps in one system to
carry out a complete audit and output it in a report. The
interaction between auditors and audited areas (auditees) is
fully mapped in the system. Time-consuming manual data
preparation for reporting is no longer necessary and the
information can be accessed centrally. In this way, novaAudit -
PowerCloud Edition simplifies data and document
management and speeds up the process.

Developed from practice
and for practice

Since the first release of novaAudit in 2007 - initially based on
SharePoint - the technical expertise from numerous use cases and
best practices has been incorporated into the continuous further

development of novaAudit.

We have developed the latest version of novaAudit - PowerCloud
Edition in close cooperation with our customers and partners
Bertelsmann, Swisscom and the German Research Center for
Artificial Intelligence (DFKI). Their technical expertise from audit
management practice - and its complexity, especially in large
corporations and SMEs - guarantees that novaAudit - PowerCloud
Edition offers solutions for a wide range of applications and passes

every practical test.




1 NOVAAUDIT AT A GLANCE

novaAudit - PowerCloud
Edition at a Glance

@ All-in-one solution: the entire auditing process

(management & reporting) is optimized
@ Fully realizable and scalable with Microsoft 365

@ Cloud-based solution enables access at any time
and from everywhere

Q)

Subject to your company's safety standards

Q)

Easy to use for auditors and auditees on-
based on the familiar user interfaces from M365 and

Dynamics 365

Effortless integration into everyday working life

thanks to integration in Microsoft Teams

Standardized information storage & accelerated

Data processing

Integration of third-party systems possible

All phases of the DIIR's best practice approach

are mapped

Maximum flexibility for customization and
expansion by the customer

For which audit processes can novaAudit -

PowerCloud Edition be used?

novaAudit can be used in many ways in
your company and has already been
tested in various use cases:

* Audit planning

 Risk analysis

» Resource planning

* Exam preparation & implementation
» Fieldwork

* Management reporting

* Measures & follow-up

« Audit reports

In addition, generic audit process de-
velopment for further use cases and the
expansion of processes/flows for your
company is possible - independently of
us as an implementation partner.

Audit Reports

%

Actions &
Follow-up

P

Management
Reporting

Audit-Planning

UUUO

Risk Assessment

Your audit portal
for optimal
processes & gc)k

information
management

Ressource Planning

Audit Preparation and
g Audit Execution

Fieldwork




Audit
Requirements




| AUDIT UNIVERSE

2.1
Audit Universe

User Question

(1) As auditors, we have to ensure that all
processes, departments, companies /
organizations are audited.

Ensure responsibilities within the company.

We have defined audit fields for this purpose.

(2) We need to be able to store the audit fields in
the software as regular audits, including
individual information, so that we can ensure that
all audit fields are fully taken into account in the

multi-year planning.

novaCapta GmbH  sove

Audit Universe

General

Reporting Unit id

Subject

Division

Profit Center

Business Unit

New Since

New Sinc

Country

Status Reason

4

0001

* novaCapts GmbH

Busniess Productivity

Busniess Productivity

Busniess Productivity

5/1/2020

5/1/2020

Active

= (=)
Contacts L Search
] selectal
D verwnmaio
1
Responsibles P Search

[ Select ot

@ Westrup, Mario

12

@ Included as standard - configurable & customizable

The "Audit Universe" entity can and is typically customized
for each customer. It does not matter whether companies
and/or processes are to be mapped. Fields can be added or
removed. This is configurable.

All relevant data can be added to fields in this way. Typically, Audit
Universe data is imported from existing systems.

The creation of an audit (e.g. AdHoc or Fraud etc.) during the year is
possible at any time using the same process (AddToSchedule).

Power Apps | novaudit o+ v & 7 §
o B Read Only Grid ) Show Chart Mew [0 Delete | ~ () Refresh i Visuakize thisview [R) Emailalink | ~ 2 Flow RunReport “ B Excel Templates ~
R Home
D Re
B I Audit Universe* 3 Edit columns 57 Edit filters. by keyword J
5% Pinned v

Group By: Profit Center

Dashboards

| Reportin
% Landing Page
Energiedienst Holding AG

Audit Management 00002 Energiedienst Holding AG
% Plans ¥ Beoerd
perian Venture
B Audits
4294 3 C Deutschland GmbH
| B Audit Universe
4295 Credify Informationsdienstleistungen GmbH
Audit Assessment
4297 Experian Switzerland AG
T it 4292 informa HIS GmbH
& Department
el 4250 informa Solutions GmbH
% Employee
4291 infoscore Consumer Data GmbH
@ Audit Program
4293 infoscore Tracking Solutions GmbH

Energiedienst Holding AG Other Energiedienst Holding AG 11/2/2023 1
Experian Venture Arvato Financial Solutions 9/472022 1
Experian Venture Arvato Financial Solutions 9/4/2022 3
Experian Venture Arvato Financial Solutions 9/4/2022 1
Experian Venture Arvato Financial Solutions 97472022 3
Experian Venture Arvato Financial Solutions 97472022 3
Experian Venture Arvato Financial Solutions 97472022 3 ->
Experian Venture Arvato Financial Solutions 9/4/2022 1
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| RISK ASSESSMENT

2.2
Risk Assessment

User Question

(1) As auditors, we must assess the risks of the
defined audit areas at least once a year. To do this,
we need to be able to apply our internally defined
assessment logic to the audit areas and thus

determine the audit frequency.

(2) This risk assessment must be mapped and
documented annually via the software so that we
can verify and check the plausibility of our risk

assessment.

@ Included as standard - Configurable and customizable

Objects from the Audit Universe can be blended with data
from other systems for a risk assessment for the current audit
plan or can also be adjusted manually.

Power Apps

@ Home
©® Recent
2 Pinned
Dashboards

#  Landing Page

Audit Management
@ Plans
o Audits
& Audit Universe

£l Audit Assessment

Resource Management
@

eis Department

& Employee

& Audit Program

novaAudit

& [ ReadOnlyGrid G ShowChart —+ New [i Delete ~ () Refresh ] Visualize this view

Audit Universe* -

Group By: | Profit Center VI

V| Reporting Unit Id Subject

&< Accounting & Collection Germany

8234 Accounting & Collection...
3972 Accounting & Collection...
792 Accounting & Collection...
4310 Accounting & Coilection...
4315 Accounting & Collection...
0792 Accounting & Collection...
¥ Accounting SSC
712 Bertelsmann Accounting Services GmbH Accounting SSC
8643 Bertelsmann Accounting Services Ltd. Accounting SSC
4425 Bertelsmann Accounting Services Schwerin Gm...  Accounting SSC
8537 Bertelsmann Accounting Services, Inc. Accounting SSC
0712 Bertelsmann Accounting Services GmbH Accounting SSC

ACO Ahlmann SE & Co. KG
00006

ADACeV.

00004

Adressmanagement

[ Email a Link

Arvato
Arvato
Arvato
Arvato
Arvato

Arvato

Corporate
Corporate
Corporate
Corporate

Corporate

Other

Other

v

p+ ¥ @
2 Flow ~ i RunReport v

I3 Editcolumns Y Editfilters | A Filter by keyword

! NewsS ated
Financial Solutions 9/4/2022
Financial Solutions 9/4/2022
Financial Solutions 9/4/2022
Financial Solutions 9/4/2022
Financial Solutions 9/4/2022
Financial Solutions 2/28/2023

Other Corporate Invest... 9/4/2022
Other Corporate Invest...  9/4/2022
Other Corporate Invest... 9/4/2022
Other Corporate Invest...  9/4/2022

Other Corporate Invest... 2/28/2023

ACO Ahlmann SE & Co. ... 6/26/2024

ADAC eV. 4/26/2024

"

§
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| RISK ASSESSMENT

Power Apps | novaAudit p + v @

New [ Delete () Refresh § Visualize this view [ Email a Link 2 Flow

@ Home

® Recent v & X nde s 3 o > O Fater b 4

% Scoring Calculations - Affiliation Scoring 3 Edit columns Edit filters | 2 Filter by keywore

£ Ppinned v
Name ~ Content Type Range From T v RangeTo~  Score

Application Settings

S Ak Affiliation Scoring - No-Value Scoring - Low No-Value Scoring Ltow

B Auto Numbering Affiliation Scoring - Number Scoring - High Number Scoring 1 1 High

@ Setting Keys Affiliation Scoring - Number Scaring - Me Number Scoring 2 4 Medium

F  Import Template Affiliation Scorin

r Scoring - Low Number Scoring 5 Low

& email Template
[> Email Signature

B survey Template

o A e
T - = @
o 2025 Showease .

e
oo Omw  KSvowme BUNKN Gey W iR omen s nn
v oo Omw e 11N oy WLGIONEO. 4 NGEOE.  GNORONS. o —
- oooor Obe S Powme 11820 - Qo comen o nar

Objects from the Audit Universe can be
blended with data from other systems for
a risk assessment for the current audit

plan or can also be adjusted manually.

Scoring parameters can be customized
to create one or more risk assessments
This creates the "assessment" of the
plan, in which the risk assessment of the

objects is presented.

16

Add To Schedule B X

novaCapta GmbH Business Productivity O (] [ O Intem ~ Group all selected assessments inta a single audit v None selected +

Add To Schedule

The assessment plan is created from Selected audits are then carried out A release is issued.
the assessment by selecting the in the Status "temporarily planned”
created.

objects (Add To Schedule).
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2.3
Annual Plan / Multi-Year Plan

User Question

(1) As auditors, we must derive an annual plan
and multi-year plan (3-year plan) from all existing
audit areas and their evaluation and have it

approved by the Board of Directors / Management.

(2) It must be possible to derive an annual and
multi-year plan from the audit fields stored in the
software and the evaluation from the risk
assessment in order to be able to implement this

requirement.

(3) The approved plans are archived in the novaAudit

and can be retrieved at any time.

@ Included as standard - Configurable and customizable

Audits are summarized in "plans". A plan can be any period or
any other assignment. Transferring elements from the Audit
Universe into a plan creates the basis for planning in the

assessment.

For example, the assessment shows the weighted risks and looks at
e.g. 5 years backwards to the audited element (audit X-1 to
X-5). AU elements are evaluated using additional parameters,

e.g. risks.

Multi-year planning can be derived from the "Cycle" tag of the

AU element.

General  Assessment  Audits  Reloted

Tide 1

@ Cxcel Templates.

Approved On

@ Export to Excel

)

Plan State -

+ v @

?
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| CAPACITY PLANNING

2.4.1
Capacity Planning

User Question

(1) As a team leader, | need an overview of the
exams scheduled in the annual planning and the

availability of my employees.

(2) As part of operational audit planning, | need
to be able to allocate my staff capacities to the
individual audits and thus create an
operational annual plan so that the audit

capacities can be used efficiently.

@ Included as standard - Configurable and customizable

Audits are planned with "assignments" and roles and
rights. Resource planning is also derived from this via the

time windows.

The graphical overview shows people and time blocks in the
overview. Changes can be adjusted interactively in the

timeline.

2025 Showcase
e Py

Team

Fuebbmot Compieted

/s Resource Scheduler  Related

R L T T

Quick Create: Audit Assignment

Audit

Assignment Type

Active Agproved

Doy ek Mosth  Yew

© W 2025 Sha-00021 - 00005

" User eved

§, Michael Matuschek (Available) X £

Team Lead

Head of Internal Audit

+ Team Lead

22
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| AUDIT VARIANTS/TYPES

2.4.2
Audit Types

User Question

As internal auditors, we need to be able to
distinguish between different types of audit. There
are different scopes/requirements with regard to
the expected activities and procedures for carrying
out the audit, from process audits and project
monitoring to follow-up audits and investigations.
It should be possible to establish this in the system
via audit type-specific workflows as well as

differentiations in the authorizations.

@ Included as standard - Configurable and customizable

All audit-relevant details are stored in the "Audit master
sheet". Typifications can be stored configuratively in the
administration. In the transfer of assessments (Add to
Schedule) to the audit plan, the typing can be carried out for

each audit.

24

Audit

Dashboards

% tanding Page

Audit Management
% P At >
16 Audits

B At Universe

£ Audit Assessment Audit Start

Resourco Management
& Department Forecast

§ FEmployes

[ r—

|= Audit state
4+ Audit Classification
Audit Source

T
3 Audit Types
&

Scoring Calculatio...

&y Default Assignme...

A8 Teams

b Seve @ Sove &Close New  [3 Deactvate

2025 Sho-00017 - 00003

[ Documents % FieldWork  [1 Open Sharepoint A, Followup Recipent Type

Fnga

i Latter Sent

0) Refresh

Audit Finally Planned

On Schedule

Active Audit Types

Order 1+ Tile

Short Title ~

Description -

Active Audit Sources -

Oo0ooo

Order T~

100

200

300

Title T+

Unplanned

Management Request

Assessment

B Y L Filter by keyword

Is Default? v
No
No

Yes

Active Audit Classifications -

O

Order T+ Title T~

100  Un-Classified

200  Classified

25



| AUDIT PLANNING MEMORANDUM (APM)

2.4.3
Audit Planning Memorandum (APM)

User Question

(1) An APM is created to plan the audit (timeline,

scope, participants, other information,).

(2) It should be possible to export this in order to
make it available to service providers and third
parties if necessary. The APM is approved by the
Head of IR.

@ Included as standard - Configurable and customizable

Data from novaAudit can be output in Word documents, for
example. Corresponding templates can be stored in the folders
provided for this purpose.

These are "normal" Word documents that are processed into a

template by inserting "Word fields".

novaAuditShowcase > - Templates

B Name -~ Gedndert

Engagement Letter Templates 6. Februar
m-;:| Audit_Report_Template.dotx 6. Februar
E; Instructions Follow Up Process.pdf 6/19/2023
-I PBC_List_Template.xlsx 24, Juni

26

C. Summary of Recommendations
&
L) (B = ActionDescription (S L[] Responsible Due Date
Act | ActionDescription [ ActionAuditeeOther ActionDue ActionRating
Ind ActionsOrderedB;

*Performance Rating for Risks and Recommendations

A - High Risk « Compliance violations, process or system weaknesses having a material negative
impact on the risk situation

Requires immediate or very short-term enhancement of controls

B — Medium Risk

Observations of moderate significance or moderate process or system weakness
or violations of internal guidelines

Requires short- or medium term actions (until end of quarter)

C - Low Risk

Observations of lesser significance or smaller improvement opportunities

Optimization of control environment within one year recommended

novaAudit then replaces these fields with data from the system.
If necessary, it would also be conceivable to visualize an APM
with the help of Power Bl and export it using the available

standard formats or simply release it to the persons concerned.

Eigenschaften von Inhaltssteuerelementen

Aligemein
Titel: ActionDescription
Tag: ActionDescription

Angzeigen als: Umgebendes Feld v

Farbe: ﬁ v
2 mit Text , der in das leere
Formatvorlage:  Formatvorlage1 v

A+ Neue Formatyorlage...

U beim iten des Inhalts entf

Sperren
() Das Inhaltssteuerelement kann nicht geloscht werden.

C Der Inhalt kann nicht bearbeitet werden.

wird

Abbrechen

27
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| ANNOUNCEMENT

2 5 1 Audit Draft Email
° °

Template

AuditDraftReportingEmailTemplate - English - e
Audit mailTomglate

e Announcements can be executed
Announcement =

automatically or manually depending

i ) ot AuditDraftReportngfmaiTemplate oy . T = I ; oy o E A
@ Inclflded as standard - Configurable and S . on the process step.
customizable —

English
Phease find enclosed the draft report on our audit in (nc_auditnc_draft_report reviewed_date).

it GRS 21 | | , Multilingualism is a given.

w the draft Please provide us with any comments or other clarification needed to ensure that all

e report, that the report is free of eirors, snd that the correct indwiduals are designated

User Question

lementing the recommendations. Plesse forward this draft to your acceuntants o scceunting service

EXa m annou ncements can be Sent as e-ma | | tem p|ateS |n I arwd whin the s el cexopnendations affect accounting & thil they aaay also provide you with thei ermments on the
the administration area.

Content is combined with data from

(1) As Head of Internal Audit, it is my task to novaAudit. Placeholders can be used

. Active Email Templates —
announce the audit to the management, the P for this according to a specific
executives and, if applicable, the contact persons (] Email Template Name 1T~ T specification. novaAudit then replaces
of the departments involved, so that an efficient [ AuditDraftReportingEmailTemplate - English the placeholders with the data when
audit can be carried out. This announcement O - Aot Foly Ped s o this template is executed. The process
should be documented in the audit file. ' . .
fi ot 5 . Sl AN is logged and the e-mails are saved.
L AuditFollowupCreatelnvitationFollowupRecipient - English
= Tasks Templates Email Templates.
2) Th r ion an H h h L] AuditFollowupCreateNotificationFollowupRecipient - English .y e
(2) The creation and dispatch of t .e . 9 Audit Finally Planned % T As with the activities, email templates
announcement should take place in novaAudit. [0  AuditfollowupNofityAuditTeamOnFollowUpSubmitted - English O sieat Sobors Dwbie Prory~ O il eplte e T oy [ .
- o - can be linked to the process step. For
= [J Ataskhasbeenasssignedioyouf..  T/B1/2024B00 AM  8/3/2024 B0 AM MNeemad [0 EngagementietterPreparedTemplate - En ediv class="ck-content" datz-rapper="tr. English
AuditFollowupResendAuditPlanToFollowupRecipient - English " e 2 "
= : i R ¥ : example, "Audit Finally Planned
leads to the creation of a task and the
Rows: 1 FRows: 1

sending of the "Engagement Letters".
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| STANDARDIZED AUDIT PROCESS

2.5.2

Standardized Audit Process

User Question

In novaAudit, | have the option off storing a

standardized examination process with defined

milestones and dates for each

examination/examination type.

@ Included as standard - Configurable and customizable

novaAudit allows you to control the audit process with

individual process steps and optional and mandatory entries.

Visually, the process steps are clearly displayed to the user as

"business process flows" in the audit master sheet.

Each process step can contain different details/releases etc.
These are either displayed directly below the process step or
"pinned" on the right-hand side of the screen. It is only
possible to "move on" in the process once all mandatory
entries have been made.

Actions can be triggered based on this information.

! W swe @ SwedCow

2025 Sho-00030 - 00013

Audit

e B Oocuments ~ [l Open Sharepomt AR, Followsp Rech

Fallowup Finished 20,

jent Type

O
General Assignments  Activities  Fieldwork  Actions  Draft Reporting Survey  Final Reporting Survey  Audit Documents
Audit 1D ®  ooon
»a
& Oter
On Schedule o
Catot dste e Requred o Auga Types T
Auct Result Good i
Active Audit States
Onder T+ Tik Generate Audit... v Require Audit Assignment~  Reporting Type > Set Reprting D. Requires Res.
100 P o No No No
20 Yes Vs No No
00 No Mo No o
0 No No No ™
(] 500 No No No No
] 500 No No DntRepoting  Ves v
100 No Ne No Yer
00 No N No No
%0 No No No No
0 wa No o Yes s
100 No No " "
1200 No No No No
1300 » No N No ™
400 No Ne Final Reporting No ™
1,500 No No No "o
150 No No No o

Audt Business Process Active for 33 days

Final Reporting Stage  Completed

>

Final Reporting Followup (331

Completed e
Final Reporting v English

Language

Report Prepared O yes

Report Reviewed 0 yes

Create Survey? 6 yes

Survey Template v BE. %
Report Released B yes

Final Result (Calculated)  © et Practice

Final Result v Good

The process steps can be configured in
the administration area and dependent
actions can be defined for each step.
The inputs can also be understood as

quality gates.

32
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| PRE-ASSESSMENT

2.5.3
Pre-Assessment

User Question

As an auditor, | carry out a pre-assessment
before the official announcement with the aim
of defining the scope of the audit in a risk-
oriented manner. This assessment should be

documented in novaAudit.

@ Included as standard - Configurable and customizable

Depending on the nature of the pre-assessment, surveys or
dedicated test programs can be used here.

Surveys can be managed as templates in the administration
area. Surveys can be executed depending on an audit process

step.

Test programs: see requirements "Test execution - Work

program"

DraftReportingSurvey - ss.d

Survey Template Topic

General Related

Survey Topic

Survey Template Questions

Audit Program release by audit lead, completely executed, changes adequately flagged - ssved

Survey Template Question

General

Question

Question Type

Options

Required

DraftReportingSurvey

Order T~ Topic ¥

Audit Program release by audit lead, completely executed, changes adequately flagged

Two Options

© YesNo

@ v

Question Type ~

Two Options

Two Options

Two Options

Two Options

Two Options

Two Optiors

Two Options

Two Options

Two Options

+ New Survey Template

Required v

Change Tracking

Created On

Created By

Modified On

Modified By

4 Add Existing Survey To

Created On ~

214PM

023 214 PM

2/17/2023 215 PM

217/2023 215 PM

2/17/2023 215 PM

2/17/2023 215 PM
21772023 215 PM

21772023 215 PM

& 2ni023

Active

) Refresh

New
Status Reason

214PM

O @ ¢ Senvice nC Powerplattorm (Offline)

& 21023

o@s

214PM

34
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| INFORMATION REQUEST

2.5.4
Information Request

@ Included as standard - Configurable and customizable 3434 Template INFORMATION REQUEST - Engish

Audit Email Template

General  Retsted

User Question An email template containing a link to the Auditee portal,

where documents can be uploaded, can be used to provide

Dear Colleagues,

(1) As an auditor, | need the right information from information from specialist departments in advance of an e s e ey ey o i e

the specialist area for each key audit point. | audit Plstn vt ot formeon v ek (e nd schar b o rcposed el

Please do not hesitate to contact us in case of any questions.

request this via a list of requirements so that | can

& 23082004 0958 Best regards,

O @ med Mhsrana 01 Corporate Auct Team

prepare the fieldwork efficiently.

An (Excel) file etc. or textual information can be attached to

. . the template. The e-mail is then sent manually or semi- e I
(2) The request is made available to the tested P y

. . . ly.
unit(s) via novaAudit. manuatly

(3) As the audited unit, | provide Internal Audit
with the requested data in novaAudit. | have the
opportunity to comment on the submitted files
(e.g. report not yet finalized as of Q3, attached Q2
and Q1)

36



| KICK-OFF

2.5.5
Kick-Off

User Question

(1) As an auditor, | would like to create a
predefined layout and content presentation for

the audit in novaAudit.

(2) As an auditor, | send a presentation from
novaAudit to the audit committee after the kick-

off. The dispatch is logged by novaAudit.

@ Included as standard - Configurable and customizable

novaAudit uses SharePoint Online in the background to
manage documents. Templates can be stored here. The
customized presentation can be stored or saved in the

context of the audit.

For sending the presentation to the auditee(s)

several options are available:

« Asa process step with quality gate (e.g. "KickOff takes
place on: <date specified> and therefore dispatch by
email

e Transmission via the Auditee Portal and dispatch of a

eMay notification with link to the portal

38

T Hochladen -novacapta

Ordner

@3 Word-Dokument o ~
Actions

B Excel-Arbeitsmappe

-, > Audit ID

@ PowerPoint-Prasentation =

2025 Sho-00016

@} OneNote-Notizbuch
8 Forms-Umfrage
@ Visio-Zeichnung Emails

& | Clipchamp-Video
Name ¢

@ Agent =

& Link
002

Z Menii "Neu" bearbeiten

-+ Vorlage hinzufiigen

Home Michael Matuschek ~

Title *

00003 - 2025 Sho-00016

Last Follow-up

Due Date Recommandation Responsible Rating Status comment
111912024 Esmuss was passioren  Mario A(High)  Open “WEB"Action can be %
Closed
20 . novacapta Home | Michael Matuschek -

Work Program Templa Submit Reporting  Submi

Tasks/actions/etc. are clearly displayed
to the auditor in the Auditee Portal.

Communication takes place exclusively
via the portal and is therefore process-

compliant and traceable.

Audits

Create a short description or engaging message to motivate your audience to take action

Audit ID 4 Title

2026 Sho-00026 2025 Sho-00025 - 00008 ’T‘
2025 Sho-00024 2025 Sho-00024 - 00007 E
2025 Sho-00016 00003 - 2025 Sho-00016 EI
2025 Sho-00009 0001 - 2025 Sho-00009 - novaCapta GmbH - OR E
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| WORK PROGRAM

2.5.6
Work Program

User Question

(1) As an auditor, | would like to
store a work program in the
software that is individually
adapted to the audit focus points
so that | can document my audit
results and evidence directly

without application breaks.

(2) novaAudit offers me as an
auditor the option of using the
Work Program either directly in
novaAudit.

or upload them novaAudit via an
upload function (Word, Excel, ...).
integrate.

(3) As Head of Internal Audit, | accept
the work program for the audit in
novaAudit, which is documented in

novaAudit.

(4) As an auditor, | have the opportunity
to report changes to the head of Internal

Audit of the Work Program during

of the audit for approval
to be submitted.

(5) As Head of Internal Audit, |
approve subsequent changes to
the work program in novaAudit. In
novaAudit documents the
Decision understandable.

40

@ Included as standard -

Configurable and customizable

Inspection programs can be defined in
the administration. Templates for this
could be ISO 9001, 14001, BRCGS or IFS.
Typically, these are already available and
are imported. The content of each "test

step" can be customized.

Parameters such as risk characteristics,
impact, priority, etc. as well as
descriptive text, links or documents can
be included in order to describe the
audit action in detail and establish a
standard. The audit programs are then

assigned to an audit as part of the audit.
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| WORK PROGRAM REPOSITORY

2.5.7

Work Program Repository

User Question

In novaAudit, | have the option of accessing
standardized or already created WPs and using

or adapting them for future tests.

@ Included as standard - Configurable and customizable

In the context of an audit for the "Fieldwork" process
step, test programs can be integrated in various ways:
e Selection from the templates (From Template)

«  From an existing audit (From Previous Audit)

e Create new

In the future, Al could help to automatically generate
suggestions for inspection programs from the context of the
audit or by integrating corresponding "Al agents". Integration
is already possible today but depends on the company's

framework conditions.

The release for the test program is integrated via the process

as already described.

42

Add Programs To Audit

save  ()Refresh &' Close  Hi Collapse Al

Program Templates

v EOR Admin
V [ Organization and Control Environment
[ Finance organization set up
¥ @ Finance organization not established properly to ensure four-eye

v [Control environment
O Employee qualifications Wrong decisions due to a lack «
JEmployee qualifications Incorrect recognition, valuation
O Authorization concept is not properly established
(O Lack of segregation of duty leads to misrepresentation
[_JLack of four-eye principle leads to fraudulent activities,

v [ELaws and Guidelines, Contract Management

V W Laws and Guidelines

Incorrect recognition, valuation and presentation ¢
time because more than one person working on same ta

Lack of knowledge and compliance with lawsorgui
v [ Contract Management

Misrepresentation of assets and liabilities, non-cor

&« B o BHsae @ SavedClose -+ New [@ Deactivate [i] Delete [% AddProgram ~ [3) Documents ~ A Field-Wor
Audit Fieldwork

2025 5ho-00031 - 00003 - Daimler Truck AG - IT(S) - Saved B From Tempate

Audit ) From Previous Audit

Audit Business Process - ... ¢ ° 3 New Program °
Active for 33 days Audit Preliminary Planned Audit Finally Planr

General  Assignments  Activities Fieldwork Actions Audit Documents  Related

New () Refresh Ha Collapse All

V7 OR Admin
v O ion and Control
W Finance organization not established properly to ensure four-eye principle and segregation of duty

V Control environment
Employee qualifications Wiong decisions due 1o a lack of expertise
Employee qualifications Incorrect recognition, valuation and presentation decisions
Authorization concept is not properly established
Lack of segregation of duty leads to misrepresentation of assets and liabilities, fraudulent activities

Lack of four-eye principle leads to fraudulent activities, wrong decisions in recognition, valuation and presentaticn of transactions
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| AUDIT EVIDENCE

2 [ ] 5 [ ] 8 2025 Sho-00031 - 00003 - Daimler Truck AG - IT(S) - saved Engagement Letter Sent 2025 Showease 00003 - Daimler Truck AG
0
PY ° < Audit Prefiminary Planned Audit Finally Planned Fieldwork (22 Min) >
Audit Evidence s s s i A e
Document Associated Grid 4+ New~ T Upload [3 Document Location Vv
@ Included as standard - Configurable and customizable O o N7k =
User Question . . . . S M it i Rl e Request closure of action
Audit evidence in the form of documents is managed by O | [l Autircation concept o pogily ctbihed 12302004957 AM Senice o€ PowsrPlatfo. 2025 ho-00031 2025 $h0:00031/2025 0003
. . PO 12/30/2024 957 AM Senvice nC PowerPiatfo 2025 $ho-00031 oR0ah 5 G0N S o0 Please provide brief description of the action implementation and upload at least one
novaAudit DMS based on SharePoint. This is in the context of document as evidence.
As an auditor, | would like to be able to comment 12/30/2024 957 AM Service nC PowerPlatfo.. 2025 Sho-00031 2025 Sho-00031/2025 Sho-0003 £ -
. - - . th e a Ud it prog ra mS/Ste ps' 12/30/2024 957 AM Service nC PowerPlatfo. 2025 Sho 00031 2025 Sho-00031/2025 Sho-0003. ( DQSCYEP([QHW \‘
on, edit and reference the audit evidence | receive
12/30/2024 957 AM Service nC PowerPlatfo, 2025 5ho-00031 2025 Sho-00031/2025 $ho-0003.
from the department directly in the software so that RAVNMISTAM  SeicenC Powepitto. 2025 5000031 a0 shocoonpezs sho o0z | ‘
] o . A filing structure is automatically created for the audit VI0R04S5TAM  Seice n PowerPiatfo.. 2025 Sho-00031 2025 Sho-00031/2025 ho-0003 b
I can quickly create audit evidence that is
. . 2/30/2024 957 AM Service nC PowerPlatfo. 2025 Sho-0003 2025 Sho-00031/2025 Sho-0003.
. . . program so that documents can be filed stringently. = - ‘ i Upload at least one document*
Comprehenslble to thlrd partles. ation and Control Environment 12/30/2024 957 AM Service nC PowerPlatfo. 2025 5ho-00031 2025 Sho-00031/2025 Sho-0003...
novaAudit automatically ensures that documents are filed in 0 Click here to select documents
the right place as part of the audit program processing.
Versioning is activated via SharePoint. Together with the
Auditee portal, the exchange of documents with the specialist
departments is also stringent and traceable. Not only
. . “This is a mandatory field.
documents but also communication (comments/messages) Corporate Audit will check your request.

with the specialist departments are managed via the portal.
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| COMMUNICATION WITH AUDITEES (FIELDWORK)

2.5.9
Communication with Auditees (Fieldwork)

User Question

As an auditor, | want to be able to communicate
easily and quickly with the experts from the
specialist area during the fieldwork via novaAudit
(e.g. request additional reports that go beyond the
IR) and exchange files so that | can efficiently
assign and document the relevant audit evidence to
the audit procedures.

@ Included as standard - Configurable and customizable

Findings and measures are recorded in the context of the
audit programs. Measures are assigned due dates, persons

responsible for implementation, etc.

When a milestone ("FollowUp Initiated") or another trigger is
reached, an invitation is sent to the person(s) responsible for
the measure with a link to the Auditee Portal. All

communication then takes place via the portal.

The auditee communicates with the auditor by sending a
message or uploading documents via the portal. The data is

stored and logged in novaAudit.

B novaCapta Home | Michael Matuschek
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Audits

Create a short description or engaging message to motivate your audience to take action

2025 $h0-00025 - 00008 - Weidmaller Holding AG & Co. KG - OR

2025 $ho-00024 - 00007 - ACEM - A Company Makes Everything - OR

00003 - 2026 $ho-00016 - Daimier Truck AG - OR

0001 - 2025 Sho-00009 - novaCapta GmbH - OR

Record Tading

Action detal

General Information

Followup Comments

Lm0 AN Hab ales adedgt

1910CC_Aost Assewmart It sus (1557 48

onme oo Acton can b Closd
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| SETTING INTERVIEW DATES

2.5.10
Set Interview Dates

User Question

(1) For documentation purposes, it is necessary to
create an overview of all meetings held with the
audit committee, including the participants during
the audit phase.

(2) It would be useful to integrate novaAudit into
appointment invitations so that these
appointment invitations, including their
participants and agenda, can also be stored there
and, if necessary, canceled and adjusted again

and can be called up again later as an overview.

@ Included as standard - Configurable and customizable

Appointments can be created directly in the context of an

audit. A corresponding entity is available.

Termin erstellen - e
Termin - Appointment

Termin

Anlagen

Beschreibung

1030 AM
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| FINDINGS & MEASURES

2.5.11
Findings & Measures

User Question

(1) As an auditor, | document any weaknesses
(findings) identified in novaAudit during the audit
and assess the severity of the finding and derive
the risks for the company resulting from the

finding.

(2) As an auditor, | create one or more measures
in novaAudit to rectify a finding. As an auditor, |
appoint a person responsible for each measure

and set a deadline for completion.

(3) As an auditor, | refer to novaAudit with a

capital of the work program.

(4) As Internal Audit, we require the function that a
dual control principle is established in novaAudit
for the approval of findings and associated
measures. The approval authority depends on the
severity of the findings (e.g. approval of significant
or higher categorized findings and the associated

measures by the Head of Internal Audit).

50

@ Included as standard -

Configurable and customizable

See "3.5.9 Communication with

Department during Fieldwork".

After reaching the Fieldwork process
step and defining the test program
program for the audit, the "Fieldwork
Editor" can be called up to record the
findings and measures. The Fieldwork
Editor (FWE) is an integrated
environment for "processing” the test
program. Based on the details of the
test step, the findings and measures are

recorded directly in the FWE.

This procedure ensures the seamless
allocation of test program/test

step/findings/measures.

23 Field-Work [}, Open Sharepoint R, Followup Recipient Type () Refresh #& share v

Engagement Letter Sent 2025 Showcase = 00003 - Daimler Truck AG v/
Record Status Audit Plan Audit Assessment

©

Fieldwork (40 Min)

idit Finally Planned

¢ Eswe @ SwefCose +New [)Descivate [ Ovete O fekeh @ CreckAccess A Assgn D Fiow [ 2 s - |

.......

Employee qualifications Wrong decisions due
10 3 lack of expertine

Employee g\alifications Wrong decisions due to a lack of expertise - saved
Audit Program - PN\ogram - Field Work Form

Findings & Actions | Documents  Related v

General

Findings

All Findings v
[J  Name T+ Details ~
[ Finding 1 Lore IpsumAB12Test 1Test 2
[0 Finding 2 Lore Ipsum
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| FINDINGS & MEASURES

2.5.11
Findings & Measures

»  Capture findings directly in the e Editing RTF/ HTML text has
context of the test step. Adaptation become increasingly

of the fields configuratively. sophisticated.

*  Recording of measures in the »  Today, very "Word-like" functions
context of finding and test step. are available. Details: Adding the

Fields configurable and rich text editor control to a model-

customizable. driven app

»  The descriptive text fields can be
of the type "Text Only" or "RTF

Text" and then with formatting.
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Employee qualifications Wrong decisions due to a lack of expertise - saved
Audit Program - Program - Field Work Form

General  Findings & Actions Documents  Related ~

Findings

All Findings ~
[0 MName T~
O Finding 1
(0 Finding 2

Rows: 2

Finding 1
Audit Finding

General

Title

Details

Lore Ipsum

A 8
1 2

1. Test 1
2.Test2

Quick Create: Audit Finding X

[+ New Audit Finding ;)—(rnm‘ ]

Details
Details ~ Status Crei -
o ) Segoe UI ' B
IuUsSY-a-REEs= =
™
2N XX P a8 s ?
Lore Ipsum Active 12/
Lore Ipsum
A 8
1
1Test1
2.Test2
Employee qualifications Wrong decisions due to a lack of expertise  Active 001 - Saved
Program Status Resson Audit Action - Audit Acton - Field Work
General Followup Comments  Audit Documents
SequenceNumber B 001
* Finding 1 Actions. e o
Subordinate Category
+ New Audit Action ey
Category ®ax
[ Record status - Name 1~ Recommandation
Due Date 2/27/2025
O Active 001 Lore Ipsum Extended Due Date
Rating B (Medium)
Responsible Peter Schmitz
Lost Follow-up comment 6
Rows: 1

Rocord Tracking

Employee qualfications Wrong decisions due to a lack of expertise  Find

Recommendation *

v D . B segoeun "

Managerment Response
ki nv 9 § | segoeul n

53


https://learn.microsoft.com/de-de/power-apps/maker/model-driven-apps/rich-text-editor-control
https://learn.microsoft.com/de-de/power-apps/maker/model-driven-apps/rich-text-editor-control
https://learn.microsoft.com/de-de/power-apps/maker/model-driven-apps/rich-text-editor-control
https://learn.microsoft.com/de-de/power-apps/maker/model-driven-apps/rich-text-editor-control
https://learn.microsoft.com/de-de/power-apps/maker/model-driven-apps/rich-text-editor-control

| FINDINGS & MEASURES

2.5.11
Findings & Measures

Authorization control:
Auditors provide documents,
auditees are allowed to read
and can upload documents to
dedicated locations
themselves.

In the "Follow-Up" Comments
tab, the entire communication
between the auditee and the
auditor is displayed as a timeline.

This means that all comments
made via

the Auditee portal between the
"parties" are exchanged can be
found here.

You can add your own notes. In
principle, other entities such as e-
mails, appointments etc. can also
be added. This would have to be
discussed professionally.

The "Audit Documents" tab is used
to access the documents at this
level

The release could be mapped
via the status of the finding by
extending the status level.
Other release mechanisms can
be extended.

001 - saved

Program

Timeline

L Search timeline
& Enteranote

V' Recent

View more

Audit Action - Audit Action - Field Work -
Employee qualifications Wrong decisions due to a lack of expertise  Finding 123 Open v
Finding Status Reason
General| Followup Comments |Audit Documents  Related
+ A v & O

° Modified on: 2/6/2024 3:26 PM

= Note modified by 2 # Portal i Portal g/ D 2

*WEB*Action can be Closed

“WEB*Action can be Closed
o Modified on: 1/18/2024 4:35 PM

5 Note modified by 2 # Portal i Portal s D@

Note created on 1/18/2024 4:35:40 PM UTC by Mario Westrup [contact:25405278-b636-ee11-bdf4-000d3a657851)

*WEB*Hab alles erledigt

& BCC_Audit Assessment Import_xisx

View more

Finding 1

-

]

Aktivitat

[ Aufgabe

= E-Mail
Q, Telefonanruf
{7 Termin

[ Benachrichtigungs-
Abonnement

8] Customer Voice-
Warnung

[ Einladungseinlésung

8] Portal-Kommentar
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@ Sitzung
novaAuditShowcase > 2025 Showcase > 2025 Sho-00031 > 2025 Sho-00031-Field Work Documents > Employee qualifications Wrong decisions due t
S Notiz
B Name v Geédndert - Geédndert von v Audit Program Guid Audit Finding Guid jory
N —— @y OneNote
“Finding 1 Vor wenigen Sekunden  Michael Matuschek ;f:;s';g;;;‘:"f“"b v
&2 Nachricht
“Finding 2 Vor wenigen Sekunden  Michael Matuschek :iflziiwz{:ﬁ e v



| CLOSING CREATE

2.5.12
Create Closing

User Question

(1) As an auditor, | prepare a closing presentation
in novaAudit based on the findings and measures
described.

(2) As an auditor, | would like to send the closing

presentation from novaAudit to the auditee.

(3) As an auditor, | would like to archive the

closing presentation in novaAudit.

C. Summary of Recommendations
Recommendation Responsible Due Date
@ Included as standard - Configurable and customizable Ad| | ActionDescription ActionAuditeeOther | | ActionDue ActionRating

D . h f closi Lo
epending on the type of closing presentation, it may be = e

there are several options:

e Manually, e.g. as a PPT by using a PPT template and saving
it in the audit's DMS with subsequent dispatch by email e e e s e s y

. . N N = 1 i rnendabon'
via a template. It issent as a link or file. { Peirknwanos Raling for Risks sed BRaoommenialion .
i A—High Risk i & Compliance violations, process or system weaknesses having a material negative
i i impact on the risk situation
= Automatic generation as a Word "report" e.g. Word and : : * Requires immediste or very short-term enhancement of controls
rovision in the Audi rtal "Audit ex ion - i B—MediumRisk | e Observations of moderste significance or moderate process or system weskness
provisio the Auditee portal (see "Audit executio i |~ orvidkslions ofinlemel grikfeline
Create report"). : | o Requires short- or medium tacm actions (until end of quarter)
C - Low Risk * Observations of lesser significance or smaller improvement opportunities
. . : i e Optimization of control environment within one year recommended :
e Presentation as a Power Bl report with all relevantdata e T kbl i oo ez SRR 3

and the findings/measures from novaAudit.
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| REPORT RECONCILIATION & VERSION CONTROL

2.5.13
Reconcile Report & Version Control

User Question

(1) As an auditor, | need the
function of discussing the
contents of the report in draft
status with the head of Internal
Audit and agreeing on the
wording so that the draft report
can be made available to the

audit committee via novaAudit.

(2) As Head of Internal Audit, |
release the draft report in
novaAudit.

(3) As an auditor, | need the
function in novaAudit to
communicate the contents of the
report in draft status with the
experts in the department and to
coordinate the formulations so
that the final report reflects the
common understanding of the
risks and associated measures.

reflects.

(4) As an auditor, | need the
opportunity to comment on the draft
report and suggest adjustments and to
make these available to the internal
audit department in novaAudit.

to place.

(5) As an auditor, | need the
option of mapping several
internal and external audit
reconciliation loops in novaAudit

and to document.

User Question

(6) As an internal auditor, | am able to track the
version history of the draft report novaAudit at

any time.

(7) As the head of Internal Audit, | release the
financial report in novaAudit and send it to the
relevant group of recipients. In addition to
employees and managing directors, the group
of recipients may also include managers of the
Group and contact persons of the auditor of the

annual financial statements.

@ Included as standard - Configurable - Customizable

Expansion under discussion

See also "3.5.15 Audit implementation - Follow-up measures”

and "3.5.4 Audit implementation - Information request ff",

There are several ways to reconcile reports:

Audit Team Intern:

»  Directly in novaAudit, e.g. clearly arranged in the
fieldwork editor or audit master sheet

*  Via an automatically generated Word report

With the "Auditees”
e About the Auditee Portal

*  Via an automatically generated Word report
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| REPORT RECONCILIATION & VERSION CONTROL

2.5.15

Recommendation *

Reconcile Report & Version Control oo

@ Revision History

o Eliminates the need for 400+ entities, reducing system complexity.

. . . . . . . . . 8. Benefits of the Pro, d Solution - Testing control by Audi - Latest Win d 8.1 ScalabilityEliminat the need for 400+ entities, reducing system
The version control solution integrated By saving the content in Dataverse, Version control is available for auditors — e i e B e i
— 9 Segoell 5 BIUSY-&-M%= . manage Functional categories minimize schema modifications.8.3 Performance OptimizationLess entity fragmentation ensures fast qui View
in novaAudit enables smooth and every change to a rich text field is via the model-driven app. They have — T e .
transparent collaboration between automatically versioned and access to all text fields assigned to them Legal Support Department soltion pesents challenges inscolably, mintoinabilt, ond sequit. OUL BI9RS: g Beneftsof the Proposed Soluton - Tsting contrl by Auitee.1 ScalabityEliminates the need for 400+ entites,reducing system ¢ COMPATe
fosuses on eedomanss and semelipass whils levaraning the Rest of Dataverse. Power Apps. and Power Aulomats categories ensure that new departments can be added easily.8.2 MaintainabilityOnly one primary Legal Request entity to managefuny | ..,
auditors and auditees du ring report documented in a historically traceable and can edit them in an integrated 10. Next Steps minimize schema modifications.8.3 Performance OptimizationLess entity fragmentation ensures fast queries and better Power Bl repor _
. . B . ™ 1552025, 11235 20
preparation. manner. Users can view and compare editor. They can call up the version
8. Benefits of the Proposed Solution - Testing control8.1 ScalabilityEliminates the need for 400+ entities, reducing system complexity.Functional categories
every Change and revertto a previous hIStOFy of a field at any time via an amcirn that s dmntmante £an ha "“"""‘s:y".Sl?Uh;dlztdx:yd[b;‘\ly()nlyor:c;:;;ﬂ:lyl(‘:;dl :e:n.:! ;:my l;mz:;!r:r;u:(no‘n:\I(::Qo;v:;n'mm;;): slm('ma
P i | e | e e L
Instead of manually exchanging version if required. embedded PCF component, for example —— 2 Mosoos Ak
content via Word documents, all to see who made which changes and 8. Benefits of the Proposed Solution - Testing control by Auditee - Latest Win doest biityEliminates the need for 400+ entities, reducing system complexity.Functional categories ensure that new
.. . . . . . 8.1 Scalability
editing and coordination takes place As soon as content has been finalized, it when. Eliminates the need for 400+ entiies, reducing system complexity. i

Functional categories ensure that new departments can be added asily.

directly within the system. The solution can be marked as final within the 8.2 Maintainability

Only one primary Legal Request entity to manage.

is based on the Microsoft Power system and used for automated report Once they have finished editing, they can Fiictional Cansgiitas TRV RS SEarTa o dAca e
8.3 Performance Optimization
Platform and uses model-driven apps, generation. This makes the entire submit the content for review and are L ity frogmertion e neeets ot cpeies and bettei Poswss Bl reporting.
. . .. . . . Row-level security prevents data leakage between departments,
canvas apps and specially developed review process more efficient, automatically notified as soon as it has ARl trnitine
PCF components. transparent and audit-proof. been approved or if changes are Users only see legal requests relevant to their department
required.
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| REPORT RECONCILIATION & VERSION CONTROL

2' 5 ° 1 5 Both auditors and auditees benefit from but also offers the option of As soon as content is approved, it can
° ° the extended functions of the PCF accepting or processing changes be finalized and released for report
Reconc' Ie Report & VerSIon contro' component. This not only allows a directly within the system. generation - without media
differentiated view and comparison of disruptions or manual merging of files.
Auditees, on the other hand, work via a versions,
003 Privileged user accounts 4- Bxtreme 2- Likely F2 - Finding ="

separate Canvas app that is specifically

"Alarge number of privileged users have access to productive data.

tailored to their needs. P ——— T ————

Systemtests im Rahmen des rojekts iR ) @, Compare Versions X

Although the company agreement! KBV 73.0 demands a restriction of user access to productive data on a necessary level ("notwendiges Mad"), the number of users with privileged

They can see the complete change

accounts is not transparent v Comparison:
history of the fields that have been Agreed scions
003-001 Reiew acces o users whth prvieged Tghts on DEVE emvecrement s ol ohe development Projecs HCM Cloud, Time & Payr 15 Nov 2024 Version from 15.5.2025, 11:23:53 Version from 15.5.2025, 23:38:31
. s emmaronments wth productive data amng t restct on absobutely nacessary lvel 5
Evidence Submitted
aSSIQned to them fOI’ edltlng and can 1 - 8. Benefits of the Proposed Solution - Testing control by Audite 1 + 8. Benefits of the Proposed ¢
003.002 Review acces for uses with privieged rights on PROD environment aiming to resricton sbsclutely  Projects HCM Cloud, Time & Payrol 15 Nov 2024
. . necessarylovel
compare two versions with each other. ’ open > e e
. . 8.1 ScalabilityEliminates the need for 400+ entities, reducing s - Latest Win doest
Based on a selected version, adJUStments ystem complexity.Functional categories ensure that new departmen 8.1 ScalabilityEliminates the
Content Revision History @
. . . . ts can be added easily.8.2 Maintainabilityonly one primary Legal i i
can be made in the Rich Text Editor with i : _ e Yetsfeoplea e EuncEIcTaTic
Revision 3 m Request entity to manage.Functional categories minimize schema m ts can be added easily.8.2 Me
extensive formatting functions. e S ¥ S SSeONA SOV b s et s R odifications.8.3 Performance OptimizationLess entity fragmentati Request entity to manage.Func
Lo . . xw:t:jfaw__ i insert on ensures fast queries and better Power BI reporting.Row-level odifications.8.3 Performance
SmelSSIOﬂ IS also C0nVenlent|y done . . Compare security prevents data leakage between departments.8.4 Complianc on ensures fast queries and t
evision
Wlth a C“Ck Lorem msum dolor s amet. consectetur adiXsicng eit. 589 G0 ewsMod 1eMpor NGO ut e & Data ProtectionGDPR-compliant with data localization for dif security prevents data leakag
e ferent regions.Users only see legal requests relevant to their d e & Data ProtectionGDPR-compl
- including the option to track the status Revision 1 [losea ) epartment. ferent regions.Users only see
Lorem ipsurm dolor 52 amet. consecletur sdpicg ek, 364 do ewsmod tempor incddunt epartment.

of your own submissions at any time. Mimd st e

Sebmtnd By AcktVarawA  Sebemwdon. 39250
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| PREPARING A REPORT

2.5.14
Create Report

User Question

(1) As an auditor, | need the
function to create a report based
on the findings and measures of
the individual audit procedures
according to a defined layout so
that | can report on the results of
the audit. The report also
contains background information
and management summaries,
which can be entered directly in

novaAudit.

(2) As an auditor, | need the
function to directly edit the report

template in novaAudit.

(3) As an auditor, | have the
option of choosing in which order
/ The findings are presented in
the report in the following order
(e.g. clustering according to the
severity of the findings, clustering

according to subject areas)

@ Included as standard -

Configurable and customizable

Different templates can be provided
for reports, e.g. for different sorting

or levels of detail.

The templates are created in Word and
managed in the novaAudit DMS.
Existing Word templates can be reused,
but must be supplemented with the

novaAudit fields.

64

novaAuditShowcase > - Templates

B Name Geandert

Engagement Letter Templates

I@ Audit_Report_Template.dotx ~C.

LI = ActionDescription (sl el] Responsible
@ Instructions Follow Up Process.pd: Act | ActionDescripti ionAuditeeOther

35  PBC_List_Template.xlsx

Summary of Recommendations

Due Date Rating*
ActionDue ActionRating

ActionsOrderedB|

2 D Findings

% Network Segmentation

Network segmentation is a network security technique thal divides a network into smaller, distinct sub-networks. It can be described as a process of
dividing a network Into multiple zones and applying security measures to each 7one to manage security and compliance. Typically, It Involves segregating
traffic between the network segments, after which security is applied via firewalls to protect applications and data. Our review of corresponding BIM
stencil requirements included the following:

Data flow diagram reflecting the relevant business information, systems and services and their dependencies exist
A network segregation concept Is In place.

The segregation concept considers separate segments for intemet facing systems (DMZ).

The segregation concept considers separate segments for client systems.

The segregation concept considers separate segments for guest systems (Wi-Fi + LAN).

Network zones are logically separated.

Guest networks and guest WI-Fi zones are completely separated from corporate networks.

Network traffic between zones is controlled.

A design process for segregalion policies / firewall rulesels has been established.

Firewall policies are reviewed, assessed and adjusted on a regular basis.

e e e e e e e e
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| FOLLOW-UP MEASURES

2.5.15
Follow-up Measures

User Question

(1) As an auditor, | send all
measures agreed in the audits
with the specialist department,
including due dates, to the
person responsible for the
measures in novaAudit so that
we as auditors can monitor that
the risks are mitigated within the
(2) As auditor | decide on
"Measures with changes”,
whether the risks have been
mitigated and

document my decision in
novaAudit. The auditor receives
information from the system.
tion about the decision.

(3) As the auditor, | decide in
novaAudit on deadline extensions
requested by the auditee and
document my decision in

novaAudit. The auditor receives

information from the system about

the decision.

(4) As an internal auditor, | need

a connection to the Active
Directories (internally: EOD/CD) so
that measures can be adapted to
the current situation at all times.
are assigned to all job holders.
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@ Included as standard -

Configurable and customizable

See also "3.5.5 Audit procedure”.
leadership - kick-off".

All communication in the FollowUp is
handled via the Auditee portal. As soon
as the FollowUp period begins, the
emails with the notification can be sent
out automatically or semi-
automatically.

The checked unit receives an e-mail with
a link to the portal. Only data to which
the unit or person has access is
displayed. Feedback is provided
exclusively via the portal. The auditor is

informed about incoming feedback G- P e
from the auditor (textual information

and documents). The communication gz, G e e e

history is logged and listed in the a
timeline.
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| FOLLOW-UP MEASURES

2.5.15
Follow-up Measures

An extended due date is provided for e .

in the standard. This can either be set

Audit Action - Audit Action -

Field Work

General Followup Comments  Audit Documents

by the auditor or requested by the

auditor in the portal.

Sequence Number & o1
. . . Name “ oo
Reminder or escalation e-mails can be
set up via novaAudit. 3ubordinate Category @ Access and User Management X o
Category 1 x pe)
Due Date 6/26/2024 &
[ Extended Due Date
Rating A (High) v
Responsible Mario

Last Follow-up comment &
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| FOLLOW-UP MEASURES UNSUBSCRIBE

2.5.16
Unsubscribe from Follow-up Measures

User Question

(1) As an auditor, | need the
functions in novaAudit:
- Sign off agreed measures. |

would also like to be able to
provide the audit with
evidence and explanations of
the completed issues.

to deregister measures with
changes.

An extension of the deadline
for to apply for agreed
measures

(2) As head of department of the
audited area, | need an overview
that shows the findings and
measures assigned to my area,
including due dates, and reminds
me of due dates so that | have a
complete overview of the risks
assigned to me and can mitigate

the risks in a timely manner.

@ Included as standard -

Configurable and customizable
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02-001

Action 2
Unplomenting Ore (#)Powertrain Strategie DB

s ol Mario Westrup

Implementing Org.

Strategie D8
(in collaboration with)

Responsible
(in collaboration with)

Due Date

Extended Due Date

ot ot s Bl C—

Request closure of action

X

Please provide brief description of the action implementation and upload at least one

document as evidence.

Description®

Upload at least one document*

. Click here to select documents

*This is a mandatory field.
Corporate Audit will check your request

Request extension of due date

tnew favored due date and provide reason for the extension.

@ I Februar I 2026

*This is a mandatory field
Corporate Audit will review your request
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| DEPARTMENT: PROVISION OF DOCUMENTS (FIELDWORK)

2.6
Auditees: Provision of Documents (Fieldwork)

User Question

(1) As an expert from the specialist area, | need a
function to be able to send queries and
documents (evidence) quickly, easily and securely
(confidentially) to the responsible auditors in
novaAudit so that | can answer the queries without

much additional effort.

@ Included as standard - Configurable and customizable

This is also ensured via the Auditee Portal. As already
described under "3.5.11 Audit performance - findings &
measures”, all communication between the auditor and

the auditee is managed via the portal.

The communication can be viewed in full in the timeline for

the measure.

001 - saved
Audit Action - Audit Action - Field Work

Timeline

L Search timeline

& Enteranote..

V' Recent

View more

Employee qualifications Wrong decisions due to a lack of expertise Finding 123 Open v
Program Finding Status Reason
General  Followup Comments  Audit Documents  Related v
+ A Y E O
©  Vviodified on: 27672024 326 P
= Note modified by R # Portals-novaAudit Showcase Portal g D 2w
*WEB*Action can be Closed
*WEB*Action can be Closed
v
° Modified on: 1/18/2024 4:35 PM
= Note modified by R # Portals-novaAudit Showcase Portal f |D < @
Note created on 1/18/2024 4:35:40 PM UTC by Mario Westrup [contact:25405278-b636-ee11-bdf4-000d3a657851]
*WEB*Hab alles erledigt
8 pcc _Audit Assessment Import.xlsx
v

View more

72

73



| AD-HOC & MANAGEMENT REPORTING

2.7

Ad-hoc & Management Reporting

User Question

(1) As Head of Internal Audit, | need an overview of

the current processing status of the annual plan.

It must be possible to evaluate the status of the

individual audits (e.g. planned, started, in the

reporting phase, completed). The report must also

contain the date of the last status change.

(2) As Head of Internal Audit, | need an overview of

the processing status of the remediation of

findings (open/resolved findings; open/closed

measures) so that | can Monitor timely

implementation of the measures

and can report to the Management Board. The report
must also include the date of the status change as well
as the persons responsible for the measures and
information on the measures taken.

approved deadline extensions.

(3) The reporting function must include filter
functions with regard to all characteristics of an
audit, the findings and measures, so that the
evaluations can be carried out with a high degree of
flexibility through settings on the user interface.

can be designed.

74

@ Included as standard -

Configurable and customizable

Microsoft Power Bl has been integrated
for reporting, dashboards and data

analytics.

The dashboards can be set up by the

customer themselves with little training.

The data comes directly from the
underlying database "Data- verse"
(Power Platform Standard). Dashboards
can be offered for different target

groups, which

only see "Your data" depending on your

authorization.

What is Power BI? - Power Bl| Microsoft

Learn

|
A (High) I
8 (Medium) |
Gesamt |

Recommendations Rating

Division
Audit Type | PLAN 15T % % PLAN| 15T

Rating

Rating Closed Closed (in%) Open Thereof Overdue Open (in%)  Total

21 19 81% 26
4 4 67 %
T 6 78 % 9
32 29 78 % a4

| Recommendations Status

Status
o0
®Closed

Number of Ratings per Category

Corporate Other
% [pan[ T % man|sT] % Pan

Anzahi von Recommendation (HTML)

Aktueller Status (Ziel: 80%)

[ 57% )
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https://learn.microsoft.com/de-de/power-bi/fundamentals/power-bi-overview
https://learn.microsoft.com/de-de/power-bi/fundamentals/power-bi-overview
https://learn.microsoft.com/de-de/power-bi/fundamentals/power-bi-overview
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| DOCUMENTATION / WORKFLOWS

o 2 Final Reporting Stage  Completed
Draft Reporting Stage Completed
2 o 8 . 1 o © © © o— & -

Audit Preliminary Planned Audit Finally Planned Fieldwork Draft Reporting F\naVvRTpUT(Ang Draft Reporting oo oy E::;::;:mng English
Fieldwork  Actions  Draft Reporting Survey  Final Reporting Survey  Audit Documents Compiutec =5 Language Report Prepared & yes
o Report Prepared 8 ve . ., N
Documentation / Workflows ey | | i -
00030 Title * 2025 5ho 00030 - 00013 - TOVSOD - 11§ o 2 0 e Conete Suwenyt 6 ves
Report Prepared B ves . . 5 . S -
3 5] Planned End 12/30/2024 Report Reviewed B yes v SomteSuvm) L SRS Bex
Audit End Create Survey? & v Survey Template *® Bl FinalRep egortiilonsad 8 Yes
§ . M it En = ¢ Final Result (Calculated) 1 Best Prac
@ Included as standard - Configurable and customizable — . Survey Teoplate—*®1 B FinlRpor Expected Feedback Date * ' 11/25/2( festpract
. a IR Expected Feedback Date * 117257202 (&) P Report Sent B Ves e ™ oY
User Question L OnTimesin © - B N— poo Foa Repringfeson
" . . o " ‘eedback Recieve fe:
See also "3.5.2 Performing the audit - standard audit procedures™. @ ReportingDate e Foodback Racioved 0 yag y Yes Report Sent & ves
® L ) " Draft Result (Calculated) &  Best Pract...
sized audit process”. @ oo Racuired @) v sotactive 8
. . tActive DréfiRest o y
(1) As Head of Internal Audit and Audit Manager, we - o B e e S
need a function to document our internally specified I
. S F Each process step can be defined with quality gates/checks. o
quality assurance (e.g. 4AP for findings/measures) or ) P o7 P ) a y gates/ g ——
. X Without this information, the process can be prevented from T P 5 e b suifiead comiiid ek bl Hanasd .
review of the relevant working papers so that we can . . . . . . " e S e L e comE S g s sadegyaN e geclssuns L
moving on". The quality assurance inputs are shown using a] : compltal s chonges el fogged T Optons pipfe
M N : £ General
prove the implementation of our internally specified the example of the Draft Reporting and Final Reporting = : s
o . . o . ] 3 Twe opvons Change Tracking
qualtty assurance to third parties (e.g. auditors of the process steps. These are of course customizable. The a . S— Question " bt oy e by o ey s e
oyt
annual financial statements). authorizations can be individually configured here in the event s : . i i
] a ¢ Two Options Question Type * Two Options 2
that, for example, only the IR manager is allowed to grant . : o ’ 21apu
o Skt Optians ° YesNo
— Created By (9
approvals here' J‘ l i Required @D ves @ #Senvige nC PowerP)
9 Two Options
g Modified On &
10 Two Options 2/17/2023
The mandatory implementation of "surveys" for quality o e
) 12 Comments; Multiple Line of Text

assurance can also be integrated here. Surveys are checks via Modted by &

" . . " . . @ £ Senvice oC PowerPlatform (Offics)
questionnaires" that can be stored as templates in novaAudit

and are triggered here.
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| WORKFLOWS

2.8.2
Workflows

User Question

(1) As Head of Internal Audit and Audit Manager, we
need the function of mapping and documenting the
implementation of quality assurance through

releases for milestones individually defined in our

audit workflow.

(2) In addition, it should be possible to configure
technical checks/plausibility checks for certain
status transitions in the audit workflow on the
system side, i.e. system-side QA steps without

additional manual effort.

@ Included as standard - Configurable and customizable

The entire process is controlled via the customizable

"Business Process Flows (BPF). Each BPF can require necessary or

optional information, which can also prevent the next step.

Each step can trigger a workflow that

performs different actions:

Setting authorizations
Sending e-mails based on templates
Creating tasks for persons or groups

Generation of documents

Workflows are either preconfigured by novaAudit and

can therefore be configured directly or can be created

as NoCode/LowCode using the Microsoft Power

Platform.

©f @Swe @ SwedCow + New [ Decwate @ Delte ) Add Progran

2025 Sho-00021 - 00005 - RWE AG - OR

2 Pinned v Audn

[ Open Shwrspoint B0 Sunvey Resporse 12 Recakulate Rasult A, Fol

Oraft Report - Sent 2025 Showease 00005 - AWE AG

dowp ecpient e ©) Rebh @ CheckAccess B3 Process ~ A, Assign [ s - |

[ Audit Preliminacy Plassed

st finsty Flanned

Feldwork

Draft Reporting (5 Mo)

% Landing Page

s Activities  Fieldwork  Actions  Draft Reporting Survey  Audit

Ausdit Masagement

W P Audit

S 2025 sho-00021

sient Type (D Refresh

raft Report - Sent 2025 Showcase  0000S - RWEAG v
2cord Status Audit Plan Audit Assessment

Draft Reporting (5 Mo) >

0005

b Assessment

Ither

= Un-Classified

OR

Documents  Related

L+ ¥ &

Sho-00021 - 00005 - RWE AG - O

? §

Audit Business Process Active for 5 months

- novaAudit
Draft Reporting Stage

Draft Reporting
Language
Report Prepared

Report Reviewed

Create Survey?

survey Template
Expected Feedback Date
Report Sent

Feedback Recieved
Draft Result (Calculated)
Draft Result

Draft Reporting Reason

"

o]

L

o]

Active for 5 months

English

Yes

Yes

YYes
Bpx P
6/19/20: [
‘fes

No ¥
Best Practi..

3

e () Refresh

ort-Sent 2025
a5 Audit

Draft Reporti

ment

& Share -

< Back
Manage

2 Create a flow

2 See your flows
Run

2 Audit Creation - Create Em...
2 Audit Followup - Prepare A...
2 Document Management - ...

2 Document Management - ...
Run Workflow
2 Audit Creation - Update Au...

2 Audit - Update Audit Title ...

2 Set Submit Followup Repor...
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| ROLE MODEL / AUTHORIZATION CONCEPT

2.9.1
Role Model / Authorization Concept

User Question

(1) As an audit department, we have various roles
within our own department and for the audited
areas, different authorizations must be assigned
for these roles in order to be able to individually
map a separation of functions, the need-to-know
principle and the restriction of certain processing

steps.

(2) Ideally, it should be possible to connect
novaAudit to our company's IAM tool in order

to ensure semi-automated role assignment.

@ Included as standard - Configurable and customizable

novaAudit has a customizable authorization model.
Authorizations based on persons and/or groups/roles can be
predefined in the administration. Individual authorizations can

also be made or predefined ones overwritten.

Authorizations can also be derived on the basis of audit types,
for example. E.g. Classified Audit= Standard| Unclassified =

Restricted Access (Fraud).

During the course of an audit, authorizations at
milestones/QualityGates can be changed automatically on a

process basis
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| ARTIFICIAL INTELLIGENCE / COPILOT

2.9.2
Artificial Intelligence / Copilot

novaAudit can integrate Al technologies very easily

(Microsoft license dependencies). First and foremost, Microsoft-based technologies such as

Copilot are available to us as a deep integration in all

Microsoft applications.

Microsoft Azure Al Services can also be used

to implement individual use cases:

» Company Overview

» Finding Summary

» Comparison of supplier contracts with the
Compliance guidelines

» Generation of replies to e-mails

 Evaluation of facts

» Risk assessment based on facts

Our customers are currently collecting corresponding use cases.
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Chat cC Cc i X

11. Februar 2025 um 1421

gib mir eine Zusammenfassung des Unterehmens Diehl

Die Diehl Stiftung & Co. KG ist eine deutsche Unternehmensgruppe mit Hauptsitz in
Narnberg, die seit ihrer im Jahr 1902 in ist 1. Die
Unternehmensgruppe ist in fanf Teilkonzerne gegliedert: Aviation, Metall, Defence;

Company Overview

Controls und Metering ! . Der groBte Geschiftsbereich nach Umsatz war 2020 der
Teilkonzern Aviation 1

Diehl ist in verschiedenen industriellen Branchen titig, darunter

iezulieferer, L . Wehrtechnik, he
Steuerungen und Messgeritetechnik | . Im Jahr 2022 beschaftigte Diehl etwa 16.550
Mitarbeiter und erzielte einen Umsatz von 3,5 Milliarden Euro 1

Die Unternehmensgruppe legt groBen Wert auf Qualitat und Technologiefuhrerschaft,
indem sie Forschung und Entwicklung marktnah betreibt und ihre Produkte in enger
Abstimmung mit ihren Kunden konzipiert 2 . Die Digitalisierung der Aktivitaten und
Produkte in den Teilkonzernen ist ein stindicer Bealeiter 2

0008 - 2025 Sho-00012 Saved

Audit

Finding Summary

Audit Preliminary Planned

General Assignments  Activities  Fieldwork  Actions  Draft Reporting Survey

Document Associated Grid

Name v
4} BCC_Audit Assessment Import_Contosoxisx

O 8 Bample Audit Reportdook

16 " Unc
Audit Finally Planned

Final Reporting Survey  Audit stempela d |

Modified v
1/16/2024 7:56 AM

12/5/2023 3:29 PM rel

]
1]
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| GENERAL

3.1
General

The underlying Microsoft technology
enables the complete integration of
novaAudit - PowerCloud Edition into
Microsoft 365 - a decisive advantage
during the introduction, because your
users work in the already familiar user
interface in Microsoft 365 and
Dynamics 365 and benefit from the
integration into Microsoft Teams when
working together.

With the Microsoft Power Platform as
its basis, novaAudit - PowerCloud
Edition also enables your users to
access the cloud solution from

anywhere and at any time. The

implementation of third-party systems

is also possible.

The technology not only offers you and
your employees maximum flexibility and
integration capability in use, but also
maximum adaptability and
expandability. The flows initially
developed by us can be adapted by you
if required (in the future). This means
that you are not dependent on us as the
manufacturer when requirements

change.

Operation in your company's own Microsoft Cloud
not only ensures stable performance,
but also guarantees compliance with your

company's security standards.

This makes novaAudit - PowerCloud
Edition currently the only audit
management solution on the
market that achieves 100%
Microsoft integration and the

highest security standards.

920

Technical Stack

100% Microsoft Power Platform App

novaAudit Power Cloud Edition

100% in the customer's M365 tenant
Integration of third-party systems

Scalable application based on Web browser, Teams and Microsoft apps

the Dynamics 365 framework

Database based (Dataverse) Microsoft

Dynamics 365
Familiar user interfaces from Microsoft 365

and Dynamics 365 Microsoft

Microsoft Teams integration possible P R

Various stages possible

Microsoft Azure

Granular authorization control

Identity, Security, Management and Compliance
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| LICENSE MODEL

3.2
License Model

License model Microsoft
Power Platform

Many companies already have
Microsoft licenses - often including
those that cover the use of the Power
Platform. We recommend checking this
internally first. We would be happy to
support you in this and are available for
coordination.

As many companies are currently
introducing the Micro- soft Power
Platform company-wide, it is quite
possible that corresponding licenses
are being procured anyway or are

already planned.

We know that licensing can be a
complex issue. Talk to us - together we
will work out a suitable license model

that meets your requirements.

As an official Microsoft CSP license
partner, we not only provide you with
expert advice, but can also create an
individual license offer for you on

request.

License model novaAudit

novaAudit is sold as a company license
with a license price for unlimited use
and an annual software maintenance

fee.

Support in the form of a hotline can be

agreed as a separate contract for a fee.

The company license includes:

Unlimited number of auditors

Unlimited number of auditees
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| CONFIGURATION 6 CUSTOMIZABILITY

3.3

Configuration & Customizability

The customizability of novaAudit is

based on the functional options in the

administration and the technical

concepts for model-driven apps within

the Power Platform.

* (1) Configuration options in
novaAudit

¢ (2) Data structures in Dataverse

e (3) Ul'in the framework (example:

Create and customize a model-
driven app form - Power Apps |
Microsoft Learn)

e (4) Processes as NoCode in Power
Automate

novaAudit is delivered as a basic
managed solution. Customizations are
implemented customer-specifically in an

unmanaged solution (solution concepts

- Power Platform | Microsoft Learn).

iii  Power Apps | novaAudit

New [ Delete
@ Home
Cripens Active Areas
5 Pinned v

Name 1 v
Applieation Settings

18 Awa

 Auto Numbering
@ Setting Keys Afghanistan
2

Import lemplate

@

Email Template

Email Signature

I

B Survey Template

Audit Planning
S Audit State

Audit Classification
®  Audit Source
W Audit Types Alsace
&

Scoring Calculations

& Default Assignments.

. Teams

Field Work
@ Program Template

& Action Category

) Refresh ] Visualize this v

Name (local) ¥
Abruzzi-Molise
Acores
Sliasitas|
Aland

Abvenanmaa/Aland
Shaipénia

Alentejo

Aigarve

Sl

Alsace

Alytaus (Apskiti)

samoa Amelika

Anatoliki Makedonia Theaki
Andalucia

Andorra

Angola
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T ooy

hosia the Related table

unl Current (One) Related (Many)
. Table *

oone IR
Tabs
Sections

(2) Data
structures in
Dataverse

&

Almost there.

conmers

IS When aflow step is executed

ISl Getarecod

=l Create a new record

E B
@

Update a record

*Entity name. Process Logs
*ltem ID Bl rions workt.. x
Status Succeeded

Show advanced options

(4) Ul in the
Framework

(3) Processes as
NoCode in Power
Automate
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https://learn.microsoft.com/de-de/power-apps/maker/model-driven-apps/create-and-edit-a-model-driven-form
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https://learn.microsoft.com/de-de/power-platform/alm/solution-concepts-alm
https://learn.microsoft.com/de-de/power-platform/alm/solution-concepts-alm
https://learn.microsoft.com/de-de/power-platform/alm/solution-concepts-alm
https://learn.microsoft.com/de-de/power-platform/alm/solution-concepts-alm

3.4 IT-RELEVANT REQUIREMENTS| LANGUAGE SUPPORT

NOVAAUDIT BOOK OF USER STORIES

3.4
Language Support

novaAudit can be used with the
options provided by Microsoft in all
languages supported by Microsoft.
can be operated. (Translating lo-

calizable text for model-driven

applications)

novaAudit is implemented in a core
language. Translations into other
languages, in particular "audit jargon",
can be imported via Export ->

Translation -> Import.

novaAudit offers templates (e-mails/

Tasks/Word) in multiple languages.

shows the total number B23 | 5 & 2 D & 5t #2 2 Muestra Ia cantidad total dy
Accountsby Industry  SREBIR3IXER
Shows the total number 1235 | 55 (£ % O & &t #% 2 Muestra la cantidad total d(
Accountsby Owner PRI R ERIIR3IKER Ccuentas por propietario

- Shows the number of ne 1 2" B 0 3 3L I3 | 55 & Muestra 1a cantidad de cue.

‘Cuentas por sector
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https://learn.microsoft.com/de-de/power-apps/maker/model-driven-apps/translate-localizable-text
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| ACCESSIBILITY

3.5
Accessibility

novaAudit as a model-driven app is
based on the same principles as
Microsoft Dynamics 365. It is flexibly
customizable and offers the maximum
convenience you can expect from a

web application.

Integrations of the latest Copilot are
automatically provided by Microsoft.
Al-based functions can be easily
integrated.

The Microsoft Model-Driven App offers
numerous functions to support people
with disabilities. It is fully compatible
with screen readers such as JAWS,

NVDA and

Narrator, which enables barrier-free navigation.

tion.

A contrast mode improves readability
for people with visual impairments,
and keyboard navigation with

shortcuts allows use without a mouse.

The font size can be adjusted and all
images and graphic elements are
provided with alternative texts so that
screen readers can also interpret
visual information. These functions
ensure inclusive access to the

application.

Accessibility in Dynamics 365
Customer engagement (on-premises)

Design for accessibility in Dynamics
365

Accessibility tools for

Microsoft 365
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| ERGONOMICS

3.6
Ergonomics

The user interface of the model-driven
app is designed for efficiency and
user-friendliness. An intuitive design
with clear symbols and instructions
makes navigation easier and reduces

the cognitive load.

Users can customize layouts, change
window sizes and personalize
dashboards, which enables better
adaptation to individual working

styles.

Thanks to the responsive design, the
app automatically adapts to different
screen sizes, regardless of whether it is
used on a desktop, tablet or

smartphone.

Other ergonomic advantages include
fast loading times, which improve the
workflow, and drag-and-drop
functionality, which makes it easy to

move and arrange elements.

These features help to ensure that
working with novaAudit remains
pleasant, efficient and flexible - even

over longer periods of use.
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| MOBILE USE

3.7
Mobile Use

As a model-driven app, novaAudit is
mobile-capable and responsive on
different form factors thanks to the use

of the Microsoft Ul framework.

Using Power Apps appmodel-controlled

apps in the mobile
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| ADMINISTRATOR AUTHORIZATION

3.8.1

Administrator Authorization

novaAudit has numerous configuration options that control the

customization of the functional characteristics completely

without technical knowledge.

Only excerpts are shown opposite.
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| LOGIN PROCEDURE - SINGLE SIGN ON

3.8.2
Login Procedure - Single Sign On

novaAudit uses the login procedures
that have been agreed for your M365
tenant by the company IT department.

What is fora single sign-on ?
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| DATA IMPORT / MIGRATION

3.9.1
Data Import / Migration

novaAudit offers a wide range of options for simple data
integration - be it via the import of Excel files or via powerful
interfaces for connecting external systems. We have also
successfully implemented migrations from other audit solutions

especially Audimex.
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3.9.2 IT-RELEVANT REQUIREMENTS| DATA MANAGEMENT| IMPORT / EXPORT / CONNECTORS

NOVAAUDIT BOOK OF USER STORIES

3.9.2
Import / Export / Connectors

novaAudit based on the Microsoft
Power Platform is part of M365. This

means that all M365 services are fully

integrated.
Import Audit Assessments
Thanks to ready-made connectors, o e
m—hwm‘-"_
almost any current application can be st o b oot

addressed in read and write mode (List

of all Power Apps connectors| Microsoft

Learn).

novaAudit also offers import

options for the Audit Universe or your
test programs, for example. Further
import/export options are already

provided as standard.

My Tasks
Audit ID
2025 Sho-00030
2025 $ho-00029
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2025 Sho-00027
2025 Sha-0002A
My Audits
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2025 Sho-00030 - 00013
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@3 Exportto Excel ~  E3 Import from Excel

Xl Open in Excel Online
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Comple... 19.09.2024

Comnle 22 0R 2024
Audit Result

®
s
Q
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8

Daten exportieren
Als Tabelle anzeigen
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Einblicke erhalten
Absteigend sortieren
Autsteigend sortieren
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| DELETION CONCEPT

3.9.3
Deletion Concept

In accordance with legal and regulatory
requirements - such as the GDPR or
MaRisk - it must be possible to delete

personal data at any time.

At the same time, it must be ensured
that information relevant to the audit
can be marked accordingly and
exempted from deletion in exceptional
cases, e.g. in the case of fraudulent

actions.

novaAudit supports the automated
deletion of findings, issues and measures
(including associated metadata) after
defined retention periods, for example

after six or seven years.

The final audit reports are kept for ten
years as standard and then automatically
deleted. Exceptions to this rule can be
flexibly configured and documented

accordingly.

Working
papers, Issues,

Typ Actions

Standard

Trigger:
Scheduled daily at 10 PM UTC
Step 1: Assessment & Audit Check
Get only one Audit and one Assessment record where
Delete Date 1 <= UTCNow.
Condition Check:
If Record Found: Execute the deletion full cycle.
If No Record Found: Stop the flow.
Deletion Cycle:
Delete Assessments, Audits, Plans
Delete SharePoint Files.
End:

Flow ends upon completion or if no audit/assessment

records meet the criteria.

Metadaten

6 Jahre

Abschluss- Berechnung
berichte Léschdatum

10 Jahre zum Jahresende

Triggers

S Daily at 10PM
UTC Timezone
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| DATA-PROTECTION

3.10.1
Data Protection

Since novaAudit is operated on the
customer's Microsoft 365 tenant,
novaAudit is also subject to all the
guidelines specified for this tenant

without exceptions.

The Microsoft Power Platform attaches
great importance to the protection of
sensitive data and the security of its
applications. All transmitted and stored
data is secured with modern encryption

technologies such as SSL/TLS (for data

transmissions) and AES (for stored data).

Access to the applications is protected
by multi-factor authentication (MFA) to
ensure that only authorized users have
access. The role-based access control
allows precise assignment of rights -
users only see the data that is relevant

to their role.

In addition, regular security updates
ensure that known vulnerabilities are
quickly closed.

Suspicious activities are detected and
logged by a comprehensive

monitoring and logging system in
order to be able to react to security

incidents at an early stage.

The Power Platform therefore meets
modern standards for data protection,
traceability and compliance - an
essential component for use in security-

critical areas such as auditing.
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| BACKUP 6 RECOVERY

3.10.2
Backup & Recovery Restore backup

(D Ovenwrite an environment with a backup of this .
o T Power Platform admin center

Microsoft has already provided certain

procedures for this: Backup details = -+ New backup
Created on ' 8 ¢
R Environments .
05/26/2022 10:44:02 AM Environments > Contoso > Backups
Back up and restore environments - Label
k2 Analytics N2
. Contoso backup . : : - .
Power Platform | Microsoft Learn Use backups to protect data and service availability. Learn more in this gverview. This operation is subject to capacity constraints
Created by G5 Resources v
onmicrosoft.com System Manual
, €3 Help + support
Your company's IT Audit logs
department is To improve operation sp (2 Data integration Created on | Label Created by Expires On
t d over by default]C
responsible for this. G s Leam more Gd Data (preview) 03/22/2022 10034 PM 03/22/2022 1:00:34 PM won.. | 03/29/2022 100:34 PM
Security group (0 I Policies N
No group is selected g W

Select environment to overwrite *

Don't see your environment?
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https://learn.microsoft.com/en-us/power-platform/admin/backup-restore-environments
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| MANAGED SERVICE

3 e 1 1 Unsere Service-Organisation Deutschland
° % ge Service Desk Manager @ Service Manager Head of Managed Services
a n a g e e rvi ce g Leiting der taglichen Aktvititen it dex thglichen AXtiiaten i 2nd Rt des Teams
z des Service Desks Level Erstellung der Service-Vertrige
o Operative Aufgaben im Service- Prozess Ansprechpartner fur Kunden Personalfiihrung
(z. B. Oberwachung von Tickets, it (o] 5
Kommunikation mit GF, Eskalationen, und Monitoring der Services; Themen
. . Einhaltung der SLAS) auBerhalb des Vertrages: Einhalten der
novaCapta offers services for a fee to The services could be as follows: Personalfihung/Management sLas)
Personalfishrung/Management
customers with their own Managed
. . % © Request/Incident Manager % System- und Application Specialists Unsere Rollen im Team folgen
Service business unit. Onboarding and ramp-up of the Monthly service fee (standby and x| ® Verlolgen des ganzheitichen Bearbelten dar Support-Anfragen den qualitativen Prinzipien von
service basi ice flat rate) - Prozesses von der Support-Anfrage bis und Betrewung der vereinbarten Services ITIL mit dem Service Desk im
asic service flat rate 2ur Rechnungsstelly~ na—
. . Re har
1 1 Classificatio
. . the customer ticket system if desired Tracking, es s : I Per mail, JIRA service Portal oder Telefon
because IT itself often provides the y Ticket erdffnen Bei Prio 1 - 24/7: ist ein Anruf notwendig,
c wichtige Informationen per Email / JIRA Service
Level 1 helpdesk. The exact Managed service continuous 2 Portal
x
demarcation and handover points must Processing tickets in one 3 5 PR I Anfragenbearbeitung
o4 g g Ou1;|'lz|evung Verifizierung/Klassifizierung
. < 2 - i
be agreed on a case-by-case basis. . L Volume of assumed 8 h. g SE /Dispatching .
Standard SLA; response time within £ v 8 ja Losbar
king d g 3¢ Level 177
one working day o . . s 23 nein
(Min. billing unit 15 min) As a ; 3 g ia Lmlw e
.. . o = ﬂ ?
minimum for ensuring resource » nein 93 = Tm "
Standard Service Time CET - .. . 52 —
availability. Additional services Bestitigung | 2 § ‘ Lésung, Dokument ja Losbar  nein
9:00 - 17:00 on working days e 3% socilavel 3

beyond the quota at cost. i
except German public holidays
ickets
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